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In a companion p%er [1], the limits of detection for a specid nucdear maerid of
paticular concern, “Pu, usng an advanced high pressure xenon detector (HPXe) and
robugt fitting analysis (RFA) are experimentaly determined for a set of spectra with two
different source drengths reldive to the background and for collection times ranging
from 8 minutes to 7.5 seconds. In this peper, the advantages and disadvantages of the
gopliction of another newly-developed technique, Linear Decompodtion (LD), ae
experimentdly investigated and compared udng the same st of data It is found that
while RFA, described in [2], dearly has the potentid of the most sengtive detection
cgpabilities, LD may be better suited to goplications in firg-line customs applications due
to its reaive amplicity, speed, and smal demand on processor and memory. RFA, on
the other hand, appears to be the better choice of methods where at the levd of higher
echdons of response, time, Soecidized training, and grester computationa resources are
less of a concern compared to the need for the best possible anaytical results.

The technique of Linear Decompostion is best described as a process tha finds the best
liner combination of the spectra from a reference library that combine together in
relative proportions to compose the spectrum of interest (the "sample spectrum™). Linear
Decompostion is based on well-known methods of least-squares andysis described, for
example, in [3]. As implemented in this paper, Linear Decompostion relies on Cholesky
matrix reduction usng the methods dready developed for the core of RFA andyss for
leet sguares best fits in which the most fundamentd problems of computationa
inverson of sparse matrices dready have been successfully overcome. The matrix
inverson, which is required to find the best set of linear coefficients of the library spectra
to compose the sample spectrum, dso yidds the uncertanties in those coeffidents in
precise and well-undersood mathematicd terms. Thus not only is the ingpector informed
of the most probable compostion of the sample spectrum in terms of the spectra in the
reference library, but dso he is informed of the esimated uncertainty of the results for
eech of the condituents The rdio of the coefficient to the uncertainty for each
condtituent is used as a figure of merit to determine whether to decide that a particular
isotope is present, whether it is not present, or whether its presence cannot be determined
without a longer collection time then was used for the sample Findly, the linear
combination of al reference spectra is recondructed and compared to the sample
gpectrum to determine how well the sample is or is not composed of the reference spectra
in teems of chi-square. If chi-square is too large, the andyss is declared invaid. Such
invdidity can be due for example to the presence of an isotope in the sample but not
present in the reference library, or due to an energy cdibration that is not within
Specification. The result is that the ingector is informed whether or not the andyss is
vdid and, if s0, of the confidence he may have in how much of each of the reference



library isotopes is present in the sample spectrum. While LD is not able to take advantage
of the extremdy sendtive norntlinear capabilities of RFA, it offers the advantages of
goeed (less than 2 seconds for andyds), smplicity (well-understood mathematics), and
eexe of use (a dngle automated, non-interactive step). Like RFA, LD is capable of
detecting the presence of multiple isotopes in a sample, each having very different
activities, and, by the induson in the library of shidded spectra, of detecting the
presence of shielded isotopes.

HPXe detectors of the type used in this experiment are attractive candidates for portd
monitoring sysems because of ther reaive insengtivity to temperature changes and
rough trestment, their full-energy pesk efficiency over a wide range of energies, and thar
excelent energy resolution (1.9% at 662 keV with 3.0% efficiency and 1.3% a 1332 keV
with 0.7% efficiency) without the need for cryocooling [4,56]. A disadvantage of HPXe
detectors for fidd use has been ther susceptibility to degraded resolution when subjected
to acoudic influences, but sSgnificant progress recently has been made with HPXe
vibrogtability showing negligible degradaion in resolution with acoudic noise up to 70
dB [6].

As in the companion peper, the spectra used for analyss were collected at CEA/Saclay
with an HPXe unit from MEPNI, described in [7]. These spectra were combined using
random sampling of a probability didribution condructed from the origind gpectra to
generde a series of test gpectra for a range of conditions typica of portd monitoring
opeations. These gspectra were then andyzed with LD methodology to determine
detection senstivity as a function of source drength and sampling time, and the results
were compared to the same results using RFA.

The plutonium source contained 1 gram of py a a disance of 73 cm from the detector.
Additional spectra were included in the reference library to test the ability of the LD
method to discriminate between mixed sources and to dlow invedigation for fdse
podtive results. These included B7cs, *Ba, ©Co, #°U. The uranium source condsted of
8 grams of U a a distance of 42 cm from the detector. To evaluate the LD ability to
detect shidded sources, five spectra were induded for both U and *°Pu with
attenuating thicknesses of lead ranging from zero to four millimeters

In summary, andyses of °Pu spectra using the method of Linear Decomposition were
compared with results usng the method of Robust Fitting Andyss. Additiond spectra
were added to the library to tes multisource discrimination and fase podtive rates. All
spectra were taken at CEA/Saclay spectra with an HPXe detector from MEPHI. Based on
these andyses, the technique of Linear Decompostion appears to be wdl-suited for
goplications to the fird-line detection and dassficaion of illicit nudear maerids in the
fidd, due to its gmplicity, speed, and esse of use, while retaning not only excelent
sengtivity but dso wdl-undersood results in terms of probabilities and datistics RFA,
on the other hand, is generdly more sengtive and comprehensve, but requires grester
expetise and more time to take advantage of its full potentid, making it more suitable for
use by more sophidicated andyds once initid detection and dassfication has been
accomplished.
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INTRODUCTION

The topics to be studied are the types of atacks that we can expect from the terrorists of
the future, the methods they may apply. Among these methods the wegpons of mass
degtruction and the cyber-terrorism are included.

Try to give an idea under a police perspective of what kind of atacks we may expect and
the possibility of these attacks.

THE THREAT OF WEAPONS OF MASSDESTRUCTION

How to obtan the materids, technicd expertise and type of terrorist groups that can be
interested in usng WMD.

These groups are the gpocayptic groups or sects, the neofascist groups and the so cdled
fringe-terrorists.

THE NUCLEAR THREAT

To obtain the materid terrorigts have to turn to illicit trafficking.

Interpol project nuclear in 1994 reveded that none of the offenders beonged to a terrorist
organizaion.

Interpal  is involved in cooperaion programs dong with internationd organisations
having an interest in prevention, detection and response to illict practices involving
radioactive materids, like the IAEA and the WCO

Interpol is paticipaing in traning courses, sEminars and other initiatives tending to train
officers.

THE CHEMICAL THREAT

Co-opeation with the Organistion for the Prohibition of the Chemicd Wegpons
(OPCW)

Two examples of the use of chemicds in the higory of terrorism. The use of gas sarin by
members of the sect Aum in Matsumoto and Tokyo in 1994 and 1995.

Aum complex organization with ramified structure.



THE BIOLOGICAL THREAT

The biologica wegpons have been described as the nuke of the poor.Three categories of
wegpons. Only one example a Interpol. Agan members of one sect in 1984 trying to
incapacitate voters through the poisoning of mealsin severd restaurantsin the USA.

CYBER-TERRORISM

Some organizations engaged in terorig activities are indined to use the internet in
pursuit of palitica gods

They have been usng internet for two man purposes, propaganda for ther cause and
communication to their own members and sympathisers.

CONCLUSION

Need for intelligence gathering, technicd training for police officers and co-operation
among internationa organisations with information exchange and common programs.

The likdihood of an atack usng WMD by terrorigs is low, but the consequences are
severe. A program for response should bein place.
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Synopsis

The events rdaed with the illicit use of nudear materids and radioactive sources has sparked
off severd initiives a& a ndiond and internationd levd, in order to prevent ther
occurrence, and in the case of the event teking place, to rapidly adopt the measures to recover
these materids and mitigate the consequences. The countries and internationa  organizations
are increasngly aware of the derivations thet illicit use might generate. These events lead to
severd consequences, being the most important one the risk and damege to persons. The
llicit acts that involve nucler materids aso generate derivations associated with the non
proliferation of wegpons of massve dedtruction. For dl these reasons the different nationd
and internationd organizations involved with the control of such materids have decided to
adopt or drengthen the mechanisms tha hep decrease the probability of these illicit acts

heppening.

In some cases, the exigence of illicit use and its increese have highlighted the need to
drengthen the organizations devoted to the regulaion and control of nucdear activities This is
0 because adequate legidation and nationd authorities that have the faculties, capacity and
proper resources to track and control nucdear maerids and radioactive sources conditute the
fundamentd column to effectivdy prevent and react to this mater. These organizations
should be ds0 responsble for the co-ordingion with the other inditutions involved in the
prevention and response of theseillicit uses.

As regards the regulatory infrastructure of the countries, one centrd topic refers to the design
of control messures assuring the continuity of knowledge about use and movements of
nuclear materids and radioective sources. These sysems ae defined consdering, among
others, the risk reated, vulnerabilities, gSrategic vaue or dangerousness of the materids, ther
inventories and sgnificance in radiologica terms.

Summing up, in the area of the illegd use of nuclear materid or radioactive sources, the
exigence of competent regulatory authorities that set up adequate control measures and take
due account of synergies in sfeguards, physcd protection and radiologicd protection, and
other measures, such as the export-import control of sendgtive maerids lowers the
probability of occurrence of illicit use.

Internationdly, the different forms of co-operation and the issuing of recommendations and
guiddines dso conditute fundamentd dements for the prevention of illegd movements of
nuclear materials and radioactive sources between boundaries.

The am of this paper is to briefly describe the different nuclear regulatory measures, which in
thelr specific area serve the objective of prevention and response to the illicit use of nuclear
meaterias and radioactive sources.



